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AANWLZaEURYANL

Hugunsalviminilunsliosfusinu Web Application w3s Web Service Tatiawne
anunsadetoya Log ludszuudmfvuasinsgideyannuvaondeasissuy
wietnensuAsLaLAdmeAy Tususuy Syslog Ihduaeley
fdeudoudaszuuiaiotna (Network Interface) Wuu 10/100/1000 Base-T (RJ45)
viefind1 dnuliitfosnth 8 ves uasnsdigunsalifatiymeadousoiniotesas
5995UNIVIIULUY Bypass Wokidasnii 8 1od

fipaudausiosyuuindatne (Network Interface) WUU 1G (SFP) w3afindn s1uau
Litlounin 4 4e9

faudeusasvuuiaiadny (Network Interface) wut 10G (SFP+) ¥3afinin sunu
Tadpsnin 2 199

fanaiilunisdaiudeya (Throughput) litieandn 2.5 Gops

1 HTTPS Trans/Sec laedl SSL Key Size 2K luitloenda 45,000 Trans/Sec
anurindunisideune HTTP nfouduldluteasnda 1,500,000 Concurrent
Connections

anwnanfumsidensta HTTPS wiouiu Taafl SSL Key Size 2k I¢laitiasnd 900,000
Concurrent Connections

FWIIvsIUaNYME High Availabitity (HA) wUv Active-Active 1@
fviredafiutoyania SSD v3efind1 vunaAuglivasnit 480 GB runvlidor
A1 2 nUle

awusauImsdanisaunsaliunidusunsy Web Browser wia CLi Ioilusdatios
amsansiadunginssunislderu Web Application waasﬁwﬁmﬂ%u%ms
Web Application Vuia3aanaufinmasusdiasa o Ié
gUnsaifivaueazdaea1u150¥191ULU Reverse Proxy, In-Line (Bridge) #3e
Transparent ka% Span-Mode (¥38 Monitor %38 Sniffing Mode #3a Offline
Sniffing) dwiussaaasunginsaulamuoe oy
fauanusaluntsvinanulazynlad Web Application #19 9 16 Tnesassu HTTPS
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1.18
1.19

1.20
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amn3avieniu Load Balancer d1wiy Web Server 16 Tnefi3sn1snsyaedoya
Faslui I fuetheton

1.17.1 Rounrd Rabin

1.17.2 Weighted Round Robin

1.17.3 Least Connection

1.17.4 Source IP Hash

1.17.5 Host Hash

UosfuiulesiannmslauddngdSn1s Denial Of Service (DoS) ie DDoS 14
fiaruaiunsansiaaaunigaalud (Vulnerability Scan) Uu Web Server fing
lUslomoa HTTP way HTTPS 14
aunsaiuusrdssgaviBunuarnTaaeuntsidany (Logging/Monitoring) Tusuuy
Syslog 14
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seafunislasiunisgnlaudisngdsene q dall Idllustadsy

1.21.1 Cross-site Scripting

1.21.2 Cockie Poisoning

1.21.3 Buffer Overflow

1.21.4 SQL Injection

aansaldausunggu 1Pvé la

ansauimsianmsgunsaiinumislusunan Web Browser wsa CLI leiiluagnsiiae
fgunsal vieszuuuftins visssuuilenefiied envanemsdn fidsruusudu viie
nazeulnsiinanisusziliuaglungudin (Leader) 970 SecurelQlab #u CyberRisk
Valication Comparative Report Cloud Web Application &2 APl Protection (WAAP)
%38 GigaOM AU Application and APl Security %58 KuppinggerCole - Leadership
Compass #1 Web Application Firewalls ST 2022 Fuly

a1u750 Update Jayagunuuduanauludainuisnguaaladalul® via Update
version Talaitfaendn 3 ¥ Tnglidealdeafiuia

24 o

AaunsAagsaslimsatuayy dewdemanatda waznisuin1svdinisuesin

u

€

=3

AndvsofuvuEnanlulssmalve dwiundadusnfiauslulasinisd walinisly

u

=) 1 = o a = s £ ol 2 k2 = ar 4 ¥ 1 o
sululogralivsedniam wdndasifiauedoulundndusing ldneldaoy
wnaufsagluaenisuin aduayunisussiu (Waranty)
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aunsndsdaya Log Tdiszvudaiuuaziinsevidayamuvasaduvasssuy
wiatnansuasuauaifivre Tuguuuy Syslog ldfusdrdan
fidvaAvs1Haueg1eties 100 Device

aunsnvihenldlaglaifosiake Software vuaunsilaremeiidesnisiiududin
NaN351A15¥197% (Agentless)

ansavhaulugukuy Single Sign-On (SSO) Imaﬁlﬁé’a&Lﬂmwaiﬁamu%dqﬂﬂid
Uangmilvigldnuiuniu
awnsnseefunisinfsgunsaivatenisdrelusinaaadedl SSH, ROP (Remote
Desktop Protocol), VNC, SFTP, Telnet, Rlogin wag Raw TCP/IP
annsamuaNansvasgidiunisdiigunsaluananalesaansadmuauleuiy
Idagadfondall

271 awnsaeuasigldeuamnsaidaaneguniailmemeitlfsuoug ity
272 anmsamuailildnudhiaunsaiuaavnesie User Account amuitiamus
273  awsamuautanaiieyyeliidndegunsaiuarems

274  awnsamuauiusleaeatioygalilddmiunsdndgunsailatsns
amsaldarusnu Client Software L8 PUTTY, FileZilla, WinSCP uag Terminal
Server Client (Remote Desktop Connection) 14
auisaldeniivualigunsaltufinfanssunisiinusesdidaulugviuy
aedaulwionsusgunseiianemaiidosnawiniy

{l Opticat Character Recognition (OCR) Engine fia1u3a%1As1zsn15l9 9 unu
RDP waz YNC uuy Real-Time uavannsaudadeuilonmanungfinssuasiiday
filaingay

ALNIAUARII AT ARS8 (Screenshot tist) TadusazdsIaR IS uEY
wdsduganislien ielhidmihiiaumnsadengianssunisieilugduuy
amiadeululutianaiding1ld

aunsaiSengueaty (Session) Mgldennidw ooy o sngiuiuy Real-Time
wazaI0fndn3 (Terminate) mslfamasdlion Afdildouey m vaeduld
ansodndvd (Terminate) msldamudiefinsiFantddds (Command) Alaiaygyn
vugunsailaeyeildiauelusianaa SsH 14

#11130%1 Session Sharing kag Remote Control U RDP Session ugue ﬁuﬁdw
maddgnusgla
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anusndisusaiugunsaidaiudayanisusntiiumie NFS was SMB/CIFS wieldly
mafutuiindtuiinfenssunsvieuvesildau (video Recording)

24

a13138 Update Yayasunuudsanaiulyvaninuivnananladnludf vie Update
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anunsaudnlduniautu (Concurrent User) Teldfaends 150 gl
annsoadranaleausennniaiadneneusnesins lSuaundindunsessuuau
melussdnsialaglufodldaunsel VPN
ANIaRIIABUAS N R U U s ssuuun e luasdas s aus eIy
mudswasgunsaifousauazlinunousyy s lioyanelidifessvuau
Aeiule

gansnsuaailunsidite (Time Control), woUnalAdu (Application), FIWALS
n14iif1ans (Geolocation), §lYe1u (User/Group) LasAzLLUAINLALY (Risk
Score) Tunsidhdlausundwrduniesruvnuvesosansialiusg o

A9U7130%1 Device Posture w‘i"amamaau QS Version, Company/Client Certificate,
Firewall Status, File Present, Vulnerability Detection, Antivirus Software, EDR
Software, Device Joined Domain, Screen Lock Status waz Disk Encryption status
neuaygaligunsaidifasaundiatunsessuunurasasdns tilusdielay
52395UNISVIIUUNTEUUU{UANTS Windows, MacOS, Android, iOS/iPadOS
I Juotnetioy

widaunaadadienialu (Connector) anunsamaanlneld Private IP Tnglsidaidy
Faulla Port Ilasesiumsdiossoainaneuen

aunsndadoya Log ludissuuinfivuasimssvidayaninuvasndevassvuy
wistensuasvauaifay Tuguuuu Syslog illuagratey

1136 Update doyajusivudeanaiuluianuisvgndsladaluld vis Update
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4. szuvimsigsinastosnunelaiuasiuu XDR Security Platform 3ruaulidsandn 1 szuu

laefinudnvazatiadaasail

4.1 garawrilasiudugnatunluusd dwsuiniosrannnsaduidie Iruiusdng
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1w 100 License lnelinndnvuzadieioydail

4.1.1

412

413

414

4.1.5

4.1.6

4.1.8

4.19

4.1.10

41.11

Husguuinwinnutasafefiauisniauuussusuitang Microsoft
Windows Server 5211if45043Us8ULU{URN334Y 919 1u Debian Linux,
Red Hat Enterprise Linux, Ubuntu Linux (LTS), SUSE Enterprise Linux
[ERPLEENIGH

awnsadoya Log lWdsruudafivuarinsisidoyannulasadeve
spuuaIatnensuasuaiuadfivee Tuguuuy Syslog Iddustwilay

AU PUABAY VMware vCenter, AWS way Microsoft Azure oAU
(Discover) Workload viauagls

21113097 Agent Self-Protection \intlaafiu Local User 91013 Tampering
Agent 1L Uninstall saguiluss Agent 161

ANNTORTIADU Malware feinalulad Machine Learning Liaz Behavior
Monitor LiiatTaaiu Malware 7uialwalls
aansndAulndlonansiignlaudifie Ransomware vuuwanyladi Windows
Ielaedmlusi@

aN309 7199 Malware Tuldiignisusinu Docker Container Luuwanafal
Linux 1ef

A1u13nteaiy Malware Laz Seanarwmiaiulaedeng 9 dazmalulal
Reputation AUssUy Cloud 9auidvaandnfamild ofinuszdnsain
Tumstaaiu uazpsnadu

A1309 Stateful Firewalt Tudnwagaas Host-Based Firewall fianunse
Fuulouranuuasadslifussuud iansusaziadedldlaslduleuis
Fumnsinefiu

awnsalestudadlvivessyuutflnmamansoriels Tnedlisufiusosiy
n13fine Patches niawanduiila 9 vusruuUfdanisimaniuase
otlaafudywmiiienaiatuginnns Patches Tnefiddlaildvinsnagaudiy
m3ldauaie

aToannunIssnarinmadifion Vulnerable Software Wd13A9 N3
#3A1 Recommended Security fiwunzauld wisunaus Metrargbility
Assessment Toot ﬁﬁﬁ%ﬁwéﬂﬁﬁﬁﬁﬂﬁugﬂﬁaaLﬁa_ 29077 ‘-ﬁulr‘:er\a\h:?te__
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arwrsatesdunislandluszdu Application-Layer 91%L9U SQL Injection
way Cross-Site Script TATUNTDLAUD Web Application Firewall 7
Throughput st 4 Gbps 1¢

#1u15600A5W& Traffic Usvinn SSL/TLS Lvuseuuufvinng Windows uay
Linux Iiietiasfunislandrudaslys vdevnausgunial SSL Decryption
## Throughput luitfaeni 4 Gbps 18
aunsansrdukasUasiudaslniussinn Zero-Day Vulnerabilities 161
Taesmds Exploits Uszinvang « ey

ANUNT0TATIER Log File wasszuvUfuRinnnluazuaunaadusng 9 wis
User Activity Wa ¥ Process Monitoring waz i i audanenisaiunasde
(Suspicious Activity) viamansaiifsrfunuasndsresseuuiildauld
d11150%11 Device Control Lﬁ'amUﬂumﬂ%’mu External Storage Device
vuumaeosy Windows lailuagation

A14r3a9n Application Control Lﬁaﬂ’mﬂmnﬁﬁﬂmmmtwﬁLﬂ%'mmamjaau
YUTFUUUATRMS Windows uae Linux 1§ vieiaueszuudu o ifufy
ansnenatunasifvouseduanauduiaees ionsfumuagiased
feana1uiiuneinvatsfianisuuuidsdin (Extended Detection and
Response: XDR)

annsaiinnAudagandngiusig q 2aualeanauiime’ (Forensic
Analysis) tiansraaauing sain1svinauvesiauaflddaundslddasni
30 $u Tnefnsifivdegalivuuimsaild$uuesgiu 1SO 27001:2013 way
IS0 27017:2015 Iéhluegretioy

amﬁﬂmwaauﬁﬂﬁtﬁﬂﬁu LY File, Process, Registry, User Account
Activity Wag Network Communication 16

aunI0diATIe Flow mavhauvesiauiflasairaduununiniiuans Root
Cause Analysis ¥38 Execution Profile 1ot

413150 Update Tayajunuuizanmuludamnuivngudnladnluls #io
Update Version tlitfeandn 3 U Tnglddealdaneiiiads
flauesinnafedddnisativayy damdaniamails wasn1suinisuaenig
nengudeniafumiidslulszndlne dwdundafasiiiauelulasinis
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iaunda 1500 License lnsilaadneuzagnatioudil

4.21

4.2.2

4.2.3

424

4.2.5

4.2.6

4.2.7

4.2.8

429

4.2.10

qu?lifw‘-—

a1u150Uaaiy Malware, Spyware, Rootkit &y Virus UusguLUfuRnag
Windows 10, Windows 11, MacOS Taifuseeilas
A5 aRaRasEUUUS IS TANSIUL Software as a Service u$e Cloud
Delivered 3o Cloud Based il Web-Based Management aldlunas
uimnsinmalriesnouimeignde
A1U15093IA9U Malware Luuda19893ng1uToYa (Signature) WAL LY
FATIBINGFATSU (Heuristic Technology) atnatioudil
4231 Virtual Patching ¥58 Intrusion Prevention (HIPS) %58 Attack
Surface Reduction 38 Exploit Preventions
4.2.3.2 Behavior Monitoring
4.2.3.3 Machine Learning
ansnilesfurodvimasiorigvesszuuuftang Tnefiludntudosins
finita Patches UN?%ULﬂﬁﬁamimﬁ’]&Jﬁﬂﬁ dotiosfutlymiioninty
91nM15 Patches Tnefigsliilgvinisnaanufunsidnuaials
aunsotlosfiu Ransomware funginssu wasamrsafAulndianansi
gnlaufidae Ransomware 1Alagdnlusls
arunseiinisdesfudunitefinnsnniaduledang 9 (Web Threats)
Tluuuy Web Reputation laiBusgstiay
4013 1PUAANE N15IH 9Ny Wy Full Access, Read, Read and Execute,
Modify w38 List Content lvfiugunsed USB Storage Devices lauagaiu1sa
aynluigau USB Storage IgusneBie (Vendor ID) uae Serial Number
fnsamateulussuuminiu
fawanunsslunisiesiuteyadifyuesesdnsiilisilvaseniumeven
24ANS (Data Loss Prevention) K1%1¢ FIP, HTTP, Web Mail, Printer,
Windows Clipboard, uag Removable Storage 141 I@U‘!ﬁﬁ'aulﬂuaemﬁaaﬁaﬁ
File Attributes, Keywords Waz Regular Expressions viBLauDTE U UL
dielvrmnsaviaudnuasdananle
annsainistiasfulusunsuussgnditlaléfueyny e (Lockdown, Block

5 @

& 1

uaw Allow) uarliifaamsliiiaduuirdosmoufinnoigniield (Application
Control) uwagausaiivua Rule Tngldidoulasng o ¢ w:%amuai_::_ﬁhéy
dianRuieldaunsavi Application Control 1¢ . A
an30 Update Soyagiuvudfuanaulmisinuidninanlsdnlud® v3e
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4.2.11 w@nduniinaue doalaiunsTndusu Forrester Wave Endpoint Security

(9¢/luna: Leaders) way Gartner Magic Quadrant for Endpoint Protection
Platforms (a%‘l‘uﬂﬁjm Leader) dausT 2022 Fuly

, 4212 davenanasdadinisatuayy frewmdoniaunaia waznisuinmdins

Penguanniasiunudninlutssmaing dusundsduanauely
Tasantsi aldnsldaruduldesnadiuseaniam udndusdifiiawadondiy
wanduailvdlieegldousnneu deegluarenisade aduayunisssdu

(Warranty)

43 JEUUATIIEBULAZIIATIERABANATINATOIRINAINESUUY Extended Detection

And Response - XDR §7u7u 1 52uv Inslinudnyuzadneiossall

43.1

432

433
4.3.4

4.3.5

436

4.3.7

43.8

aansntufinudngiudng o vaantesnaufiuned (Telemetry 3o Forensic
Analysis) iensvaeumansinsvaurestaudflddsuvdslitasniy
30 T uarawnsaansudafsuvansaldaunailaaitesndn 180 Ju
aursatuiinuaznsieaeuialintu 1y File w3a Process e Network
Comrnunication %38 Network Events 19

AMN30v91U Response 144 Isolate Endpoint 1a
ANNIOMNUALNITDI508n15IaLR (Sweeping / Hunting) mn%’ayaﬁﬁ’uﬁn
logdl Threat Intelligence mﬂﬁ’i’maﬂwé‘mﬁ’m%mmazmmimﬁ'uLma'ﬁauua
917 STIX File, TAXII Feeds i

a13n30% Security Playbook iiodnnsaiuidsailindulilaesnludd
#13150 Update Yayasunuudsanauivdoinuiengudnladnludd vse
Update Version tatdifaenin 3 ¥ Ingliideanldeneiing
uAnsfnsitaus dodldSunsTasudiu Forrester Wave Extended Detection
And Response Platforms (aglungu Leaders #3g Strong Performers) Fausl
2022 Bulu
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