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E%E .’ Quotation

Cyber Forensic and Investigation Co., Lt.d
3/36 Cubist Townhome Soi Nonthaburi 48, Sanambinnam Road, Tarsai, Muang Nonthaburi, Nonthaburi 11000 (Thailand)
Tel/Fax 02-950-9009

Company : NTdBUATUARTILAY Ref. Project  : DSI MA AXIOM
Address : 128 auuuiiaug LTHYABIME luANANE njatana 10210 Quotation No.  : DSIQ013 -R3- 30-04-2021
: Date 30 Apr 2021
: Validity : 30 Days
Contact Name : Hhedunens Currency : THB

Telephone No. : 0-2831-9888
Fax No. : Payment Term  : COD
Mobile No. :
No.| - -  ProductNeme | oy | uoM | UnitPice |  TotalPrice

doavillsunadtemsimildaussuudumediln (Magnet Axiom)

1 [sgozam 1 0 dwau 1 8nd 1 un 300,000.00 300,000.00
- B201705120011470 '

Total 300,000.00

VAT 7% 21,000.00

Grand Total 321,000.00

Terms & Conditions:

1. Cyber Forensic and Investigation reserves the right to change the price after the validity of this quotation expires,
which is 30 Days from the date of this quotation.
2. The delivery of the product will completed within 30 davs after PO.
3. Normal office hours are defined as 09.00 hours to 17.00 hours for Monday to Friday.
Saturday, Sundays and Public holidays are not included.
4. Failure to make timely payment of any Base Arrangement fee, CFl reserves the right to revoke the license and
refuse to provide assistance until payment is completed
5. CANCELLATION CHARGES:
Orders that are cancelled after an official Purchase Order has been placed with Cyber Forensic and Investigation will
incur a cancellation fee of 70% of the total value of the purchase order, regardless of circumstances that lead to the

cancellation of the order. Any such cancellations are subject to mutual agreement however, orders may not be
cancelled after the goods or services have been delivered, nor in the case of goods specially ondered for the customer.

6. FORCE MAJEURE:

Cyber Forensic and Investigation sha nsible for acts or omissions outside of control that prohibit delivery

of products or services ordered N U8l B”UUJ?'??
! 5\
N \
PO o 1 WM A ——————
Mr. Charun Kum ko i Approved Order by
Managing Dire&dﬁ " Date.umumverner e

N T
Tel. 086-179-1156 \{\re

. « ot
M nvesigt




Cyber Forensic and Investigation Co., Ltd.

.

a/mo Cubist Townhome Soi Nonthaburi &=, Sanambinnam Road, Tarsai,
9 Muang Nonthaburi, Nonthaburi eacoo

Tel. olo-ddo-cooe, ocg-Dand-0add, org-brdo-wWaasn
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5. AUANYIZANIEYBINGD)
5.1 qruauUAgunsal
mssedviengnsldauysgunsalansgeunazinseinsldausruuumeiuln (Magnet
Syster) uardanenula (Magnet Axiom) Usenausheavsmsldinlusunsuvesgagunsaliangnn
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5.2.2 dwnsaltanuunssuuUfURns Microsoft Windows 7 wag Windows 10 wiln 64 Bit 1o
Wuagraie
5.2.3 sesfumyaswidagaainssuudjiinig (Operating Systems) Windows, OS X, i0S,
Android lellustnatios

X

5.2.4 5935um syvtwasiin NTFS, FAT32, exFAT, HFS+, HFSX, EXT2, EXT3,
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5.2.6 spafumsvirauiulnddnumdngluguiuy E01, EXOL, vmdk,' bin, raw, img
wae dd Idduagatiey
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Memmory Captures, swap file, Pagefile.sys, hiberfil.sys Iilusgnaios
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5.2.9 saafumsvinendlu 3 guuuuldun Full Search, Quick Search tay Unallocated Search
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MAGNET AXIOM™

A complete digital investigation platform, with the processing power of 1EF.
Use it to work the whole case.

Magnet AXIOM builds on the powerful capabilities of IEF. With IEF you were
able to recover more data from places other tools wouldn’t think to look. It's
why over 3,000 agencies and organizations around the world use and trust MAGNET
digital forensics solutions from Magnet Forensics. AXIOM is about more than [ A X I O M
finding evidence. AXIOM allows you to explore the evidence in greater depth
while also simplifying analysis activities by intuitively linking facts and data in
a way that helps you to draw insightful conclusions.

THE EVOLUTION OF i.EF

The AXIOM platform is comprised of two applications:

®@ -

(B)
)

\
N b /
\__/
Acquire - Acquire images from any iOS or Artifact Explorer - Efficiently analyze large
Android device, hard drives, and removable media volumes of data
Evidence Analyzer - Process and recover 500+ File System and Registry Explorers - Explore file
types of artifacts systems and registry hives for greater m51ghts
Javinida
Single stage Evidence Processing - Automate all Source Linking - Tracg’ f%‘.b%‘ewdencé’b k. to 3
acquisition and processing tasks required to its source data in seco?dgf /s v e fal
prepare evidence for ysii\ =




The features

Powerful Search Capabilities:

Search 200+ Internet artifacts and recover

more data from more locations:

= Recover data from social networking
communications, instant messenger chats, cloud-
based services, P2P file sharing apps, mobile
backups, webmail, web browser history, browser
activity, Google Maps, pictures and videos

» Proprietary carving technique recovers more
data from unallocated space and search for

« Search entire logical or physical drives

« Search files including the pagefile.sys,
hiberfil.sys, sleep image, swap file and more

« Ability to search multiple drives, images, files
and folders in a single search

+ Native support for E01, Ex01, LO1, Lx01
and dd images

» Native support for Windows and Mac filesystems

« Leave no digital footprints on target computer
with “Stealth mode™

Comprehensive Reporting: Standardized and
straightforward reporting:
« Create standardized and consistent reports
across your department
I - ;
[5.2.18_->{. search, filter, and bookmark important evidence |
« Search presets to locate credit card numbers,
phone numbers and email addresses
I5.2.2(} l——)» « Easily export report in html, pdf, excel, csv,
and tab-delimited formats
« Share“Portable Case Folder” with other
investigators and stakeholders for them
to review
[5.2.17 ->{. Powerful timeline feature provides a view
of each artifact on a visual timeline

Adheres to Industry Standards: Maintain the
integrity of the case and chain of custody:
« Integrity of file metadata is maintained
- no data is altered
« |EF provides the full offset/physical location
so the artifacts can also be found in other
forensic tools
» Be confident in the results when testifying

usechin a number of high.profile
criminal cases %:l,‘}\.e\!,\\ﬁﬂ uan

: ight away:

Find Evidence Quickly: Get immediate search
results, so you can start working with the data

» Use “Quick/Full/Unallocated Search” to see
| __what’s there and focus the investigation |
« Review results in real-time without having
to wait for the entire search to complete
« Target search by artifact type, keyword
and location on hard drive
+ Refine search results by skin tone and
body part detection

Trusted by Industry Leaders: Used by leading law
enforcement, government, and businesses around
the world:
» Developed by a former police officer and
forensic examiner
| - Validated by the DOD Cyber Crime Center (DC3)
- Validated by the National Institute
« Trusted by thousands of organizatio
90+ countries

Simple o Use: Get to key evidence with only
3 clicks of a mouse:

» Single search for 200+ Internet artifacts

+ No need to run multiple scripts

» Start working on your case immediately

- No complicated setup

+ ‘Set it'and ‘forget it’ while you work on

other things
+ Minimal training required
« Built-in live RAM capture*

Built-in Intelligence: Get to the relevant evidence
quickly with refined results:
+ Rebuild web pages in their original format
on the date they were visited
« Parsed search queries for user keyword searches
on major search engines
« Web history categorization (i.e. dating, cloud,
classifieds, chat, social media sites and more)
+ Google Maps Tiles & Geo-Location Visualization
« Automatically checks for full disk encryption
(TrueCrypt, BitLocker, SafeBoot)*

System requirement: Microsoft Windows base

U >both qLS_,?, and 64 _l'_)_it supported

s Windows 2000; XP, Vista, 7,8 or newir
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Supported evidence sources
EVIDENCE SOURCE WHAT'S SUPPORTED

Apple, Box.corr, Cropbox, IMAP/POP zrrail, Facsbeok,

cloud : ;
Coogle, Ir stagrarr, Microsoft, Twitter
compuier Windows, OSX, Lir ux
. Android, iGS, Kinde Fire, Wit dows Phone, madia devices
rr.obite u
that suppart MTP
Features

s Find even more evidence

AXIOM'’s Evidence Analyzer is built on the analysis capabilities of Magnet IEF, allowing you to recover
hundreds of types of digital forensic artifacts, finding evidence you didn’t know was there.

* Dive deeper in to the data

With AXIOM, you can examine file systems, registry hives, and drill down into artifact data. Source
Linking enables you to trace artifact evidence back to its source data in seconds.

¢  Work smarter

AXIOM's Process automates all the acquisition and processing tasks required to prepare evidence

for analysis. Spend less time executing basic processing tasks and more time analyzing the

evidence.
e A simpler way

The work you do is complex enough. AXIOM boasts a new easy-to-use interface that moves you
through your investigation, helping you find evidence more intuitively.

¢ Integrated Analysis

With Magnet AXIOM you can consolidate the evidence from all the computers, smartphones, and
tablets related to an investigation into a single case.

Types and Sources of Evidence

supported operating Android, Kindle Fire, Windows XP, Windows VISTA, Windows 7,
Windows 8, Windows 8.1, Windows 10,

systems 0S X, i

Supported file systems NTFS, HFS+, HFSX, EXT2, EXT3, EXT4, FAT32, EXFAT, YAFFS2
Drives, files & folders, images, JTAG and chip off images, network

Search input sources shares, live RAM captures, physical & logical drive, mobile images,
volume shadow copies, volumes/partitions

Supported forensic image EO01, Ex01, LO1, Lx01, AD1, dd, raw, bin, img, dmg, flp, vfd, bif, vmdk, <—"E§E~
file formats vhd, vdi, xva, zip, tar
 Pagefile.sys, SMFT, SLogfile, files and folders, hiberfil.sys, unallocated
Target search Iocations clusters, unpartitioned space, file slack space, swap file, uninitialized <"'@
file area

Detects encrypted dlsks/volumes including Truecrypt, Bitlocker, PGP, and
M}E@t&“/\\s&eboot l\

S|
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Mobile OS : Android, iOS

Deskfdh oS 'W'i'n'dd\)vsr,' 0S X, Linux
| Drive types HDD, SSD, SD flash drives, and USB |<-[5.2.5 |

5

RS o S e B_ebo, Fa.cebook, Google+, Instagram, LINE, Linkedin, MySpace, Twitter,
o o Sina Weibo, VK
Web-based email san;‘:’lcl;lGMX, Hotmail, Hushmail, Mailinator, MBOX, Qutlook.com, <..-5,2_11
' Adium, AIM, Chatroulette, GoogleTalk, iChat, iMessage, Mail.ru, MSN
s Messenger, MSN Plus!, ICQ, Mail.ru, mIRC, Omegle, coVoo, Paltalk,
Instant messaging / chat Pidgin, QQ Chat, Second Life, Skype, TorChat, Trillian, WeChat, é"@j
o Windows Live Messenger, World of Warcraft, Viber, Yahoo Messenger
" , Chrome, Edg plorer, Firefox, Opera, Safari,
Web browser history iggflrg weel e, Internet £x | 615-2-12 |

Classifieds URLs, Cloud Service URLs, Facebook URLs, Google Analytics
Cookies, Google Maps Queries, Identifiers, Malware/Phishing URLs,

Refined browsing results Parsed Search Queries, Pornography URLs, Rebuilt Webpages, Social

MediaURLs : i
P2p file sharing_ Ares, Bitcoin, eMule, Frostwire, Gigatribe, Limerunner, Limewire,
applications B | Luckywire, Shareaza, .torrent files, Usenet

Carbonite, Dropbox (including Dropbox database decryption), Google
_ docs, Google Drive, Flickr, Sharepoint, SkyDrive/OneDrive
Pictures and videos (with 3GP, AMR, AVI, BMP, DIVX, GIF, ICO, JPEG, JPG, MP4, MKV, MOV, MPEG,

Cloud services

EXIF data) MPG, PNG, TIF, TIFF, WMP
; Adobe Flash, Chatroulette, Camstumble, ChatForFree, iCU2, Shockrooms,

Web video recovery

ST YapChat :
‘Mobile backups Android backups, iOS backups S
Usenet files Binreader, Grabit, NewzToolz-EZ, Newsbin, Forte Agent, Xnews
Mapping _[[Bing Maps, Google Maps|
Search toolbars | Bing Toolbar, Google Toolbar
Corporate email and mbox email archives, Microsoft Lync/OCS IM, Outlook OST & PST files,
messaging artifacts Z00M _ 7 7
Document file artifacts .doc & .docx, .xls & .xlsx, .pdf, . HTML, tab-delimited, .ppt & .pptx

Event logs, Jumplists, LNK files, Mounted network shares, OS and file

Windows OS artifacts system info, Prefetch files, Shellbags, Startup items, Time zones, User

accounts, USB device history




SMS
Contacts
Emall
Vorcemail
Browsers
Mapping

Pictures and video

Notes
Downloads

Phonelogs.
Caches

Chat

Sacial media

Cloud services

System requirements

Native Mobile OS Applications
Android SMS / MMS, i0S SMS / MMS, Windows Phone SMS/MMS
Android contacts, iOS contacts, Windows Phone Contacts
Android Mail, Gmail, GMX mail, i0S Mail, Yahoo' Mail

Android voucemall i0S vorcemall Skype vmcemall AMR audlo chps
Chrome, Dolphin Firefox, Puffin, Safari, Silk
Apple Maps, Google Maps

3GP, AMR, AVI, BMP, DIVX, GIF, ICO, JPEG JPG, MKV MOV MP4, MPG,
MPEG, PNG, TIF, TIFF, WMP

|OS Notes Outlook notes

_Andrond downloads |OS downloads torrent files

A_ndr0|d call Io_gs, |OS ca_ll Iog_s, Windows Phone call logs
Cell cache, i0S App Cache, iOS Snapshots, WiFi cache
3rd Party Mohlie Applrcatrons

AIM BBM, Burner, Google Hangouts, GTalk, Growlr, Gnndr WhatsApp,

Kik Messenger, LINE, QQ Chat, Snapchat, Skype, Textfree, TextNow,
TextPlus, TextMe, Telegram, TigerText, Tinder, Touch, Viber, WeChat,
Zoom

Facebeok, Foursquare, Instegram, Meet 24, Sino Weibo, Twitter, VK,
Whisper, Yik Yak

Dropbox

OperatingSystem ________ Windows 10, Windows 8, Windows 7, or Windows Vista. 64-bit only.

Software Framework

Display resolution
cPU

Memory

Storage

Microsoft .NET 4.5.2 or newer

1280x720 (Minimum)

'1080p(Recommended)

4 logical cores (Minimum)

8-16 logical cores (Recommended)

4 GB RAM (Minimum)

16 GB RAM (Recommended)

HDD (Minimum)

SSD (Recommended)

*requires enough space for storing images and cases




MAGNET AXIOM

A Complete Digital Investigation Platform

Recover digital evidence from the most sources, including s
devices, and third-parly images. Use powerful and intuitive Analy!
dala in one case file,

MOBILE

CLOUD

Data from cloud services and social networks are a critical source of
evidence that can help strengthen your investigation. Examiners need
to rely on device back-ups, chat history, social media, and account
information stored in the cloud to round out their investigations.

Use AXIOM to access evidence not only from suspects, but also
consenting victims and witnesses.

s from Facebook; Go
P '\\i\.‘\‘.\




MAGNET AXIOM

i \,|‘ - A

—US, OUIL-IN ANG

AP Arata e 1
Jdenerate nsignts

RECOVER EVIDENCE FROM THE MOST SOURCES
« Acquire images from locked and unlocked i0S devices using GrayKey and easily ingest them with
AXIOM — giving you the most advanced solution for i0S devices.

« Bypass passwords on thousands of Android models with exploits and advanced
extraction capabilities.

+ Recover evidence from Windows-based computers and Macs.

+ Retrieve data from 50+ of the most popular cloud services including iCloud, Google, Facebook,
WhatsApp, Twitter, Instagram and more--including additional support for cloud services like
publicly available Twitter information, warrant returns from six different providers including Apple
and Facebook, and user-request data from Facebook, Google, and Skype.

SURFACE THE MOST RELEVANT DATA
« AXIOM's artifacts-first approach brings the most relevant data and artifacts to the surface—saving
you time and effort.
« Advanced parsing and carving techniques recover the deepest artifact data from 1000+ artifacts.
« Industry-leading discovery of chat, picture, browser history, and location data.
« Discover more macOS artifacts with AXIOM such as AirDrop, Live Photos, KTX files, and iCloud Tabs.

« Enhance investigations with recovery and analysis of memory artifacts with Volatility integrated
in AXIOM.

WORK YOUR INVESTIGATIONS FASTER

« Use powerful Analytics tools like Connections to automatically show relationships between

artifacts, files, and people and Timeline to present evidence on a visual timeline that immediatelyz_lg-l— 2—53

tells a story.

+ Magnet.Al leverages machine learning and content-based image retrieval (CBIR) to search pictures
and flag potential CSAM, nudity, weapons, drugs, and more; Magnet.Al .

« Case Dashboard immediately identifies key areas of interest and kicks-off investigations with
one click.

« Detailed Scan Summary and Error Reporting provides the information needed to proceed with
confidence, improving the defensibility and reproducibility of examinations.




I's )
l [TRY now |
| ]

Using Keywords with Magnet AXIOM

January 30, 2017

Sharethispost: ¥ [l & =

axiom, AXIOM Examine, AXIOM Process, Forensics, Keywords, regex,

Keywords are an essential part of many forensic examinations. While running keyword lists shouldn’t
be the extent of an investigation, the right keyword list can help examiners quickly get to the relevant
evidence for their case.

Magnet AXIOM allows examiners to run several different keyword searches either before or after
processing your case. Let’s take a look at some of the options available.

Keywords in AXIOM Process

Examiners will usually have keywords they want to run against the evidence at the start of their
investigation. In AXIOM, individual keywords and lists can be loaded before processing. Once you
load your evidence, the first processing option is to add keywords.
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ADD KEYWORDS TO SEARCH
CASE DETAILS
EVIDEMCE SOURCES i

PROCESSING DETAILS

A kepwards to search

KEYWORD SEARCH TYPES
Seectthe el

Ly culyre ~ash vrues

Categana sictres 1m3 vie

434 $75 dan ta seavch

ARTIFACT CETAILS KEYWORD LiSTS

A0D KEYWORE LST e bt asded O

Enable  File source Date izaded MNumber of records

ANALYZE EVIDENCE

KEYWQRDS
ADD KEYWCRD Kervordsacdes d

Keyword Regex { GRER

RO IO CALL AT HASH VALt

You can add keyword lists by clicking the link “ADD KEYWORD LIST" and then point AXIOM to either
a line-separated text file or a .kws file (.kws is a simple format that allows you to save regexes or
other keywords while keeping their settings — a .txt file also works.) The list gets loaded and it will
stay persistent across cases in AXIOM. You can choose to either include the list in your case by
checking the “Enabled” box, or uncheck it if you don’t want to include it in your search.

You can also add individual keywords below by clicking "ADD KEYWORD” which will allow you to add
a single keyword or regex to the case. Single keywords are not persistent between cases.

Regex/GREP

You can create regexes to look for common strings that may be important to your investigation as
well. When adding a regex as a keyword, make sure you check the “Regex/GREP” box so AXIOM
knows to treat it like a regex and not a normal string.

AXIOM uses the .NET regex schema so depending on how your regexes were created, you may
need to edit them slightly to comply with the .NET format. For more information on the .NET regexes,
see here: htips://msdn.microsoft. com/en-us/library/hsg00312(y=vs.110).aspx
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MasterCard Credit Card 5[1-5][0-9]{14}

American Express Credit Card 3[47][0-9K13}

Diners Club Credit Card 3(?:0[0-5}|[68][0-9])[0-9]{11}

Discover Credit Card 6(?:011|5[0-9K2})[0-9]{12}

JCB Credit Card (?:2131]1800|35\{3})\d{11}

North American Phone Numbers (\\d{3}\) ?)|(\d{3}-))2\d{3}-\d{4}

Email Address [W-]+(2:\[\W-]+)*@(?:[\w-]+\.)+[a-zA-Z}2,7}

Web Address (((ht{f)tp(s)?://)www. ){1H W=+ )+ DT+ (Tw- /2%8=]%)?
IPv4 Address (25[0-5]|2[0-4][0-9]|1[0-9]{0-9]|[0-9)1,2})(\.(25[0-5]|2[0-4][0-9]|1[0-9][0-9]|[0-9K1 2})}{3}
Dates (?:\d{1,2}((V\-INA{1, 2 I\{AHNHA VNI T 282001, 2})
Artifact vs. All Content Keyword Search

In addition to the string/regex options, you also have an option between searching “Artifacts” or “All
Content.”

The “Artifact” search is the quicker of the two options and will search anything that gets picked up as
an artifact during processing including chats, documents, emails, etc. This is a great option when the
majority of what you want to search through is included as one of our artifacts.

The “All Content” search is a deeper search across the entire disk similar to how other forensic tools
might conduct their searches. It does not concern itself whether the keyword is found in a particular
artifact or area of the disk, it will simply search for the string in whatever encoding type that is chosen
and identify any matches. When selecting “All Content” searching, it will allow you to choose which
encoding types you want to include — starting with a basic ASCII search but also including UTF-7,
UTF-8, UTF-16, UTF-32 for either the entire list or individual keywords.
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LETTER OF AUTHORIZATION

Date: 1% January 2021
To Whom It May Concern

Dear Sir/Madam,

This is to certify that Cyber Forensic and Investigation Co., Ltd. Registered at 3/36 Cubist
Townhome, Soi Nonthaburi 48, Sanambinnam Road, Tarsai, Muang Nonthaburi, Nonthaburi
11000 (Thailand) is an Official Authorized Reseller of the following products:

Magnet ATLAS

Magnet AXIOM

Magnet AUTOMATE

Magnet REVIEW

Magnet ACQUIRE

Magnet APP Simulator

Magnet products to be developed and released within 2021

We hereby authorize them to make any bids of any of our products mentioned above in any
tender in Thailand.

Should you need any additional information regarding our company, products and services,
please do not hesitate to contact Sean Jang at sean.jang@magnetforensics.com.

This letter and confirmation is valid until 315 December 2021.

Regards,

156 Columbia Slrﬂel West, Um! z
Waterloo, Ontario, Canada N2L 3L3

www.magnetforensics.com ﬂ
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LETTER OF AUTHORIZATION

Date: 1* January 2021

To Whom It May Concern

Dear Sir/Madam,

This is to certify that Cyber Forensic and Investigation Co., Ltd. Registered at 3/36 Cubist

Townhome, Soi Nonthaburi 48, Sanambinnam Road, Tarsai, Muang Nonthaburi, Nonthaburi
11000 (Thailand) is an Official Authorized Reseller of the following products:

Magnet ATLAS

Magnet AXIOM

Magnet AUTOMATE

Magnet REVIEW

Magnet ACQUIRE

Magnet APP Simulator

e Magnet products to be developed and released within 2021

We hereby authorize them to make any bids of any of our products mentioned above in any
tender in Thailand.

Should you need any additional information regarding our company, products and services,
please do not hesitate to contact Sean Jang at sean.jang@magnetforensics.com.

This letter and confirmation is valid until 315 December 2021.

Regards,
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