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Abstract

This research The objective of this study was to study the patterns of scams
and online scams. To study the proper approach to preventing Pyramids and to create
and develop applications to monitor and prevent people from becoming victims of
Pyramids, with population (Population) the target group in this study was the
population of 405 victims in Ponzi schemes. The tool used for data collection in this
study was a questionnaire by using the collected data and analyzing the data with a
statistical package program to analyze the data. The quantitative statistics used in the
data analysis consisted of Percentage, Mean, Standard Deviation.

The results showed that

1. Research results of the scheme of the Pyramid Scheme.

1.1) The majority of the victims in the Ponzi scheme cases are 65% female,
35% are male.

1.2) The majority of the victims in Pyramid cases, 71%, are those with
jobs and regular incomes. Has a high salary of more than 40,000 baht / month, including
civil servants company employee State enterprise employees such as doctors, nurses,
pilots, accountants, police, soldiers, lawyers, engineers bank employee.

1.3) Victims in Pyramid cases Most of them have a monthly average salary
of more than 40,000 baht or more, representing 58 percent.

1.4) Most of the victims in Pyramid cases, 85 percent, knew or should
have known that it was a Pyramid investment, but still invested because the payoff
was very high. Only 15% of people don't really know that it's an investment in a
pyramid scheme.

1.5) Most of the victims in the Ponzi scheme cases, 38 percent, do not
know the person who recommended them to invest. because applying for investment
via social media It is an interaction through chat, text or via line. Or only talking on the

phone, but never found their true identity, each other decided to invest.



1.6) Most of the victims in the Ponzi scheme cases, 65% transfer money
to the account in the company name show that Even if you transfer money to a legally
registered company that is certified by the Department of Business Development, it
does not mean that you will not be scammed by the Scheme.

1.7) Victims have never invested in a high-yield business like this before.
accounted for 75 percent, but the victims in the chainsaw cases have previously
invested in such high-yield businesses. At 25 percent, as many as 1 in 4 scheme victims
are investment enthusiasts. He is a risk taker and investor in a high return business. And
it's fast like a chain share anyway.

1.8) Most of the victims in Pyramid cases have never been Pyramid
victims in any of the previous and non-judicial cases. That accounted for 79 percent,
but there were victims who had been Ponzi schemes in previous and non-litigation
cases. accounted for 21 percent, as many as 1 in 5 of the victims in Ponzi schemes
filed a lawsuit, it has been reported that as many as 1 in 5 have been Pony victims in
other Pyramid cases. It has been shown that 1 in 5 Pyramid victims are already high-
risk players. but not out of time, so he is actually a victim of Pony sharing

1.9) The majority of the victims in the Ponzi schemes had 5 times more
victims who did not report, or 49%, only 1 in 5 is true, for example, if there are 10,000
victims who file a complaint in, it is true that there may be up to 50,000 victims, such
as in the case of sharing FOREX3D, etc. due to embarrassment, fear of losing reputation.
afraid others know I'm afraid that people at home will know. Therefore, he did not
dare to file a lawsuit.

1.10)Most of the victims of Pyramid cases have been informed of
solicitations for investment through social media. At 54 percent, more than half of the
victims of scheme cases are solicited for investment through social media. This shows
that the influence of social media affects more than half of the victims in pyramid
schemes because more than half have been persuaded. And decided to invest after

watching through social media rather than other channels.
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1.11) Nearly half of the victims in scheme cases, 44%, had a reason for
their decision to invest in this business because someone they knew or were close to
had invested and received real benefits. Therefore, he invested accordingly Therefore,
it is the cause of the time when you become a victim in the Ponzi scheme. therefore
did not dare to file a lawsuit because the persuading person was a friend, relative,
close friend who persuaded to invest will suffer from their own litigation.

1.12) Companies that are soliciting to invest in the chain sharing business
The majority, 36 percent, claimed to invest their money in foreign companies. or has
a parent company abroad or has a network branch in Thailand Be careful at the highest
level, there is the most chance of being deceived because you will not be able to
verify the company's origins from the Department of Business Development. Ministry
of Commerce because it is a company that is not registered in Thailand.

1.13) Shockingly, the vast majority of shareowners, 68%, believe and
decide to invest even though they have never met their solicitor in person.

1.14) A majority of 93 percent of Scheme Victims trust and are confident
to invest without ever even going to the place of business that they decide to invest
(which at this point is very dangerous)

1.15) Very dangerous Because the majority of the victims in the chain
sharing cases, 86 %, use only one channel, namely social media channels, such as (Page,
Facebook, Line). The conversation will not be able to communicate between those who
persuade investors to invest with any investor until it becomes a lawsuit.

1.16) Communication between the victims of the Pyramid and the solicited
business to invest which is a chain share Most 65% communicate through social media
channels through applications, pages, Facebook, Line, etc. In the page chaining business,
Facebook Line is the most used, Because it is not necessary to reveal your true identity.
But there are people who believe and decide to invest in people they do not know.
never actually met Talk only through social channels, but still agree to invest hundreds

of thousands of baht. The only reason is high returns.



1.17) If communication channels via social applications, pages, Facebook,
Line and telephone are suspended or closed. Most of the 92 per cent of Pyramid
victims don't know what to do. Unable to contact, therefore, the victim immediately
became a victim.

1.18) The vast majority of victims in scheme cases (90 percent) want
government agencies and mass media to create a tool that can check, alert, inform,
analyze which businesses are schematics. Or is it in the scope of being a chain share
or not? before they decide to invest.

1.19) Most of the victims in the Ponzi schemes do not invest. When
there is a notification from the government and journalism 75%, but if the investment
is profitable quick payoff Victims in Ponzi schemes invest because they think they get
in quick, get out 16% and invest because they have a good profit of 9%. It is puzzling
that 1 in 4 victims in Ponzi schemes aware of the warning Alerts from the government
and mass media to prevent the dangers of schematics But if the investment is
profitable With fast returns, they will still be stubborn to invest even though they know
it's a chain-sharing business. because he thinks he can get in quick, get out quickly, and
can get out in time (But in the end, it's still a victim of a Pyramid)

2. Appropriate guidelines for preventing scammers and online scammers are as
follows:

2.1) Be conscious, think, and analyze that no business will yield high
returns in a short period of time. (If there is, it's a scam)

2.2) Study the origin of the investment model and check the application
for permission to do business with the relevant agencies, comprising the Department
of Business Development, OCPB, SEC, BOT

2.3) Before investing, you must have knowledge of finance and investment.
Study carefully because knowledge and understanding will be a good shield from the
scams of the chain sharing business.

2.4) Don't be greedy.

2.5) Don't make the world beautiful.

2.6) Not light-headed, not conforming to the invitation to invest.

2.7) Do not rush to make investment decisions.



2.8) Do not think that you are good at everything. (because people who
are better than you have been deceived by countless times)

2.9) Must be aware of new scams that come in many forms.

2.10) Don't trust anyone, don't trust anyone, or be so considerate that
you don't dare to admit it.

3. From the analysis of patterns of online scams and scams, it was found that
there are scams of the scams that we need to understand. In order not to fall victim
to 25 scams that point to how he will create a credible story to trick us into making
money to invest with the crooks, how are they?

Cheat 1, he will deceive the desire. By using rewards as incentives/temptations
That there is a return, profit, dividends in an amount that is inflated.

Cheats 2, he will use a method to create a rich image. Show luxury living
(Eat in luxury, live comfortably) Use luxury cars, luxury houses, show a wad of cash.

Cheats 3, he will create an image that That company or business is very
reliable. Successfully operating in a short time leaps and bounds

Cheats 4 He will invite us by making us feel that This life is very
fortunate that have come across that company or business.

Cheats 5 He will have us to invite other people. Then give a referral fee
to invite other people to join. in the form of a parent team, a team member

Cheats 6 He will invite us to the private area. or in social media (Social
Media), such as inviting to Line (Line), Facebook (Facebook), a group that is a secret
room, not public which is a private chat room with only a team of scammers about
the Pyramid to persuade us to want to invest want to get high returns.

Cheats 7 Scam, he will be incentivized by paying a high rate of solicitation.
by paying only the first few times before taking the money away from the victim

Cheats 8, he will have to forge an example of someone who has
received a reward. to see that they received a real high return to motivate

Cheats 9 He is portrayed as a social enterprise. won many awards
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Cheats 10, he will have to pretend that Legally established a company
or business But in fact, it has not been approved by the Office of the Consumer
Protection Board (OCPB), the Office of the Securities and Exchange Commission (SEC)
or the Bank of Thailand (BOT).

Cheats 11 He will have to pretend that Is registered or jointly invested
with a business located in a foreign country.

Cheats 12 He will have to show us how. When becoming a member of
his company or business, it will give us a better life than before.

Cheats 13 He will have to pretend that The company or business will
invest the money in a business that is abroad.

Cheats 14 He will show us that he has many companies or affiliates. To
see that he has a business and has a wide network.

Cheats 15 Scam, he will be open for everyone to invest. or being an
unlimited member of a company or business There is no limit on the number or
limitation of status or age, anyone can invest money.

Cheats 16 he will have that we can't check the finances. There are
financial transactions that make us confused. and let us understand that The reason
why other people who come to invest more wealthy is because of this investment.

Cheats 17 He will have an invitation to attend the seminar. He will show
that he has a business plan that can make investments and grow quickly and be
profitable.

Cheats 18 He is advertised as It's a new way of doing business. Or is it a
new investment or (Start UP) or invest in new assets / securities or digital assets? that
is modern There is a trend or trend (Trend) is strong, investment will receive a high
return (pretty)

Cheats 19 He will have a guarantee or guarantee (guarantee) that when
invested, will receive a 100% return, no opportunity lost. or no absolute loss.

Cheats 20 He will have to invite that if you like to work comfortably,
easy tasks are not difficult Not difficult, can work without affecting the full-time job,

low investment, high return and definitely get No risk at all



Cheats 21 He will bring our cash. to invest or exchange for investment
units that the company or business has set itself up

Cheats 22 He will be using us. to invite/invite people close to us Come
in to invest or get into a trap such as family members, siblings, relatives or friends that
come to invest and receive high returns. Let's invest together (Try it, they've already
been paid high.)

Cheats 23 He will trick us to transfer money to invest and then motivate
us to wait for returns only, no losses.

Cheats 24 He will make us feel/understand that It is an investment in a
very successful company or venture. Millions of youngsters, etc.

Cheats 25 He will create virtual software packages in all respects. as a
display screen or reports on investment results/returns Real-time graphs are displayed,
appearing flawlessly realistic.

4. From collecting, studying, analyzing cases of wrongdoing and patterns of
scams and online scams Get a proper approach to preventing Pyramids and the most
effective protection before a lawsuit arises (protect from upstream or upstream) Used
to create and develop an application to check and check businesses that fall into the
share bug chain for protection. In order for people who want to check the person,
company or organization that has been persuaded to join the investment whether it
is a chain share or not. Including as an application to link news, investigation,
investigation, prevention, chain sharing to achieve total efficiency in a single
application. The application created and developed from this research study is called

“CHECKDIDSI Special Pony Sharing”.
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Executive Summary

The research titled "DSI: An Innovation for Preventing Online Ponzi Schemes"
aims to explore the patterns of Ponzi scheme scams in the digital era and propose
effective prevention strategies. The study incorporates opinions from victims of Ponzi
scheme cases and relevant government officials to develop an innovative tool
capable of detecting, analyzing, and warning users about investment opportunities
that exhibit characteristics of a Ponzi scheme. This is achieved through the
development of a centralized application that integrates data with related agencies.

Research Findings on Online Ponzi Scheme Patterns

1) The majority of Ponzi scheme victims are female (65%), while 35%
are male.

2) About 71% of victims have regular employment with high income
(over 40,000 THB/month), including professionals such as civil servants, corporate
employees, state enterprise staff (e.g., doctors, nurses, pilots, accountants, police
officers, soldiers, lawyers, engineers, and bankers).

3) Approximately 85% of victims were aware—or should have been
aware—that the investment was a Ponzi scheme but still proceeded due to the
promise of high returns. Only 15% were completely unaware.

4) Around 38% of victims did not personally know the person who
persuaded them to invest, as the recruitment occurred through chat, LINE, or phone
conversations without any in-person contact.

5) A significant number (65%) transferred money into accounts under
legally registered company names, showing that legal registration alone does not
protect against fraud.

6) One in four victims were already inclined toward high-risk
investments, favoring fast and high returns typical of Ponzi schemes.

7) Alarmingly, one in five victims had previously fallen for another

Ponzi scheme, indicating a pattern of high-risk investment behavior.



8) Only 20% of actual Ponzi scheme victims report the crime. If 10,000
victims report, the actual number may be closer to 50,000, as seen in the FOREX3D
case. Many refrain from reporting due to shame or fear of public exposure.

9) Over half of the victims were lured through social media, highlighting
its major influence in recruiting for Ponzi schemes.

10) About 44% of victims invested because someone they trusted had
already profited from the scheme, making them hesitant to report when scammed,
as it would implicate friends or family.

11) Around 36% of the companies claimed to be affiliated with
international entities or based abroad, making it difficult to verify their legitimacy via
the Department of Business Development in Thailand.

12) A concerning 68% of victims never met the recruiter in person but
still trusted them enough to invest.

13) An overwhelming 93% of victims never visited the business
location before investing, increasing their risk of falling prey to scams.

14) Most victims (86%) used only social media platforms (e.g.,
Facebook pages, LINE) for communication. If these were shut down, they had no way
to reach the recruiters.

15) About 65% of communication between victims and scam operators
happened solely through social media, where identity concealment is common.
Despite this, victims still invested hundreds of thousands or even millions of baht
based on promised returns.

16) If platforms like Facebook, LINE, or even phone lines were shut
down, 92% of victims would have no idea how to proceed, immediately becoming
helpless victims.

17) A large majority (90%) of victims expressed the need for the
government and media to create tools that could check, warn, and analyze whether
a business is a Ponzi scheme before they invest.

18) Surprisingly, one in four victims ignored official warnings from the

government or media and still proceeded to invest because of the high profits and



fast returns, believing they could exit the scheme before it collapsed—only to end
up as victims.

Suitable Guidelines for Preventing Pyramid Schemes and Online Pyramid
Schemes

1) Be mindful and analyze the situation, as no business offers high
returns in a short period (if it does, it's likely a scam).

2) Investigate the origin of the investment model and verify its business
license with the relevant authorities, including the Department of Business
Development, the Consumer Protection Board (CPB), the Securities and Exchange
Commission (SEC), and the Bank of Thailand (BOT).

3) Before investing, you should have financial and investment
knowledge. Study carefully because understanding will protect you from pyramid
schemes.

4) Do not be greedy.

5) Do not have an unrealistic view of the situation.

6) Do not easily believe or follow invitations to invest.

7) Do not rush into investment decisions.

8) Do not assume that you are an expert in everything (because even
those who are more knowledgeable have been deceived).

9) Be aware of new fraud tactics used by scammers, which come in
various forms.

10) Do not trust anyone blindly or feel pressured to accept an offer.

Characteristics of Pyramid Schemes and Online Pyramid Schemes

From analyzing the patterns of pyramid schemes and online pyramid
schemes, the following 25 deceptive tactics were identified. These are used by
fraudsters to create convincing stories to lure victims into investing:

Cheat 1, he will deceive the desire. By using rewards as incentives/temptations
That there is a return, profit, dividends in an amount that is inflated.

Cheats 2, he will use a method to create a rich image. Show luxury living

(Eat in luxury, live comfortably) Use luxury cars, luxury houses, show a wad of cash.



Cheats 3, he will create an image that That company or business is very
reliable. Successfully operating in a short time leaps and bounds

Cheats 4 He will invite us by making us feel that This life is very
fortunate that have come across that company or business.

Cheats 5 He will have us to invite other people. Then give a referral fee
to invite other people to join. in the form of a parent team, a team member

Cheats 6 He will invite us to the private area. or in social media (Social
Media), such as inviting to Line (Line), Facebook (Facebook), a group that is a secret
room, not public which is a private chat room with only a team of scammers about
the Pyramid to persuade us to want to invest want to get high returns.

Cheats 7 Scam, he will be incentivized by paying a high rate of solicitation.
by paying only the first few times before taking the money away from the victim

Cheats 8, he will have to forge an example of someone who has
received a reward. to see that they received a real high return to motivate

Cheats 9 He is portrayed as a social enterprise. won many awards

Cheats 10, he will have to pretend that Legally established a company
or business But in fact, it has not been approved by the Office of the Consumer
Protection Board (OCPB), the Office of the Securities and Exchange Commission (SEC)
or the Bank of Thailand (BOT).

Cheats 11 He will have to pretend that Is registered or jointly invested
with a business located in a foreign country.

Cheats 12 He will have to show us how. When becoming a member of
his company or business, it will give us a better life than before.

Cheats 13 He will have to pretend that The company or business will
invest the money in a business that is abroad.

Cheats 14 He will show us that he has many companies or affiliates. To

see that he has a business and has a wide network.



Cheats 15 Scam, he will be open for everyone to invest. or being an
unlimited member of a company or business There is no limit on the number or
limitation of status or age, anyone can invest money.

Cheats 16 he will have that we can't check the finances. There are
financial transactions that make us confused. and let us understand that The reason
why other people who come to invest more wealthy is because of this investment.

Cheats 17 He will have an invitation to attend the seminar. He will show
that he has a business plan that can make investments and grow quickly and be
profitable.

Cheats 18 He is advertised as It's a new way of doing business. Or is it a
new investment or (Start UP) or invest in new assets / securities or digital assets? that
is modern There is a trend or trend (Trend) is strong, investment will receive a high
return (pretty)

Cheats 19 He will have a guarantee or guarantee (guarantee) that when
invested, will receive a 100% return, no opportunity lost. or no absolute loss.

Cheats 20 He will have to invite that if you like to work comfortably,
easy tasks are not difficult Not difficult, can work without affecting the full-time job,
low investment, high return and definitely get No risk at all

Cheats 21 He will bring our cash. to invest or exchange for investment
units that the company or business has set itself up

Cheats 22 He will be using us. to invite/invite people close to us Come
in to invest or get into a trap such as family members, siblings, relatives or friends that
come to invest and receive high returns. Let's invest together (Try it, they've already
been paid high.)

Cheats 23 He will trick us to transfer money to invest and then motivate
us to wait for returns only, no losses.

Cheats 24 He will make us feel/understand that It is an investmentin a
very successful company or venture. Millions of youngsters, etc.

Cheats 25 He will create virtual software packages in all respects. as a
display screen or reports on investment results/returns Real-time graphs are displayed,

appearing flawlessly realistic.



Effective Preventive Measures for Pyramid Schemes
To effectively prevent pyramid schemes and online pyramid schemes before
they become legal cases, it is recommended to develop and create an application
that can verify and check businesses that might be pyramid schemes. This application,
named “CHECKDIDSI: Anti-Pyramid Scheme,” would help the public verify individuals,
companies, or organizations that are inviting them to invest, determining if they fit the
characteristics of a pyramid scheme. The app would also link to news and
investigative data to improve the effectiveness of prevention.
Recommendations
1) A “National Coordination Center for the Prevention and Suppression
of Online Ponzi Schemes” should be established to serve as a centralized hub for
information and integrated operations.
2) The government should strictly enforce laws related to fundraising
and the use of online platforms to address the root causes of the problem.
3) The use of Al technology should be promoted for detecting and

analyzing suspicious transactions.
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