AN Ay
/\ \
VYAY ¥ v
\ - ¥

) nsuFIUSTUAATIAY

S1E0UMSANIUILUUS:ANSNWMSUDAUIBNAKLIYINGINU
2 INSSUABUITOINDSIUNAUUSBIAUDNIBYU
(ASEAN ¢EconomiciCommunity)
nscuAnw(UsInALIaIBEfa1s1saussaonlUs

lla:aysiscussulaldud

InuInoondinAlulagiia:aisauine

NSUaoUAoUANIALINS:NSI0YASSSL
Ulw!FYinese



FeUNMIAnyITeiuUsEansnmnstaduldngmune
Wenfiuavgyinssursuiawesiunguussanauendeu (ASEAN Economic Community)
nsglAnY) Useinanade a1snsassanlys wasansnsassiaulud

A1tau

a ¥ ¥

Tutagduanuasyirvinvesnalulagaoufiamesnidnaniunumluginusedniu

o

[V

Juegraunn wiluvaziferfufilugemdidlinidauisaldlunisnesisyinssule
feonvnnsaumneufinesizdidnvusfgeeinadududeu lfernuanissefududs
Ademelaviuiagd damanssnulduieninessuursugia dian ANuEIUIEUSREuAE
Aasssusuivesusyyvy waziivliuignsyihiinzimeluladunléiuasesdelunns
nsevhAnRINNE YT
nsuaoumuaiiiay \udusunisdeiansgnsngisssy AfinnsAalunistiostu
MsUTIuYTI MsduauuaznsaeuamuaaiiasluauRafeumaluladuagasaumne
Fuduanufnaunsesasydfddenisnseianuinneifureufinmes n.e. beeo
uazfufludiudulagusznie naw. @UTUT o) w.e. beol Mifmundnuuganuiaifeaiu
aeufiamesluguuuusiie 9 ddlunisaidunisfendndndudesdfifosvganizdu
Fugeiiunsduauasumufuninane fufu nsuasvaiuaifiasdliaiuddy
fumswannAnenmesyAaInILazIagIY Welinistesfuusulsumsnseie e
aanarnduluegrsfivsz@ndaan Lﬁmmaé’mqm‘éqq F9n153nr191891un15Anw 3T
iU szansnmnisdsfuldnguuieifeafueisginssuaeuiiameslunguuszyiay
9881 (ASEAN Economic Community) nsfifine) Ussineuiaidy a1515us5aalus was
assnfsautud luafsdandududdyiiavhanudildsumniaussuununsivaiy
douaIu ausamvuakuImslunisTulleiuenygnssumeuiames uarysanmsnisteauly
ﬂg]‘wm8‘171Lﬁmf‘ﬁ’ummpﬂismauﬂ’ama%mamsmaumuﬂﬁﬁmwﬁ’umwmuﬁw 9 lain
TuUszmansasinsszmalalusuian
vaa

NSUABUAIUARANLAYUDLANIANUTUSUTURLNAULYINIIUANBIIIY AADAIUDILNL

U
o

druieatown 9 viw Aldsauiuaniulasenisluassaudszaunadiia wazsruiudni

= ao = 4 ¥ o vay vo o & o v oa ¢
eufnyITeauasvauysal velihanuinlasuluaadunusuldiiiinyseloviasgn
T e G R L e R I (ORI AL PN LTl 1Y

WUANTIAN NS U1uUsenIng
DOUANTUADURIUARNLAY
NINYIAY b&oc

nosrRmAlLladuazansauIma
NSUFDUFIUARNLAL N.A. beoe



FenuMsAnYIIdeialsEavsamnsTsruldngmane
Wenfuegnssuneuiuneslunguuszaue@yu (ASEAN Economic Community)
nsglAnY) Useinaniade a15nsassanlys wasansnsassiaulud

A1

nesnRmaluladuazansaumea Wumhesnulwuldngmngludansugouaundfivy
n3EnsgAsTn fnshavthilunisdestulasusuduenvgy nssuitisadesiunisly
weluladuazansaumadueiosislunsnssyimnuia fewnamiilunstestu Usuus
wazduauaauaiunLluafiugnszyiianafmalulaguazaisauma SIuRmsIeTen
warigauAuRanIeARmalulaguazalsawne ANzl QAnITaauaIuARTILAY
WA, odaa Usznaufiungnsznsas IdaensimuneaRaanfidaiy el i
Aeomnsednsyyinanuiainagldusemalunguendsudugiulunisnszrinaiuia
wazfuiinaudeusvilienudnsiuaiu devaru nuaRnnudunaieduiund dady
Jstiemudndusgabeiivssmalungulssmeluei@ouazdosiuietlunstsduldngmneg
fusing 9 e suanasuisusifertusuiLuunsAuaiugeuaIue vy INTINNIg
AaufiawesvesUszmalunguendau n1sAnwiuszsiiudenguuie nisadiaunsetiy
nsUszaIuu maatuadnlfifnanuduiusia n1sadrsnnnusiuilelunisiihseds
fnseiiafefuovgnssuynsnesiiomes nslimiugiemdedsulaziuluisemsoign
nswanudsu deyatansveadmihiigsduldnguane st msineusmdivims uag
wadlamsdvaugoumusing q Welimsfamstesiuusnuuuefovginsamnesiiames
fleglumnusuinveuvesnesaimaluladuazansaumaussauadiioegrsiiuszavsam

Nnmamanazausdufnandisiu nesrdmaluladuazansaumaialdsisy
Favilasansuaniasussdninug uazimuasasnisuumanisteduldnganelungs
ASEAN Economic Community (AEC) Tun1stasfunasysnuusiuenvgyinssunneuiines
Faun T suUszan A bee 59 1A beve e nwig nuilUssmmnade Sl na beew

a v v

a157150u55d9AlUS 1l A beoo @1513uSFHAVTUE Wal .. beoe WazTnduuw
lasin1suanidgussdninus uasminuauinsnis sunienisteduldnguunelungy
ASEAN Economic Community (AEC) lBWAIUINYMUIELAENTEUIUNITYRTITY hIT8
“AsUSURAIAYU Cyber Warfare Tusuian” wag “n158eyiniu Cyber Crime LB iU
bel TQUIBU bebe Niousuilsnnufaiiuazdaiauowus Jldsusiudayanasfinw
v Y a ¢ = A a = v a ¢ o & 1Y)
AuATAATIETEUgULLAY Fetaganisiangriasiludselevdlunsiaiuiyaaing
1A3093D KAZNTEUIUNSEVAIUADUAIU TINDIN1IANTUARNENA U TYINT TN NABNNILADS
A A A v v a a a X
UAZYEYINTINDUNIALITOIUTEANS AW N BT
W9 3y gassaulseiasy
Kounensnaspfmalulaglazansaume
USL5NUAMEYINIUANEITY

nosmRmAluladuazansauna AINHIAU beoe

ASUADUAIUARNLAY W.A. 2564



FeUNMIAnyITeiuUsEansnmnstaduldngmune
Wenfiuavgyinssursuiawesiunguussanauendeu (ASEAN Economic Community)
nsglAnY) Useinanade a1snsassanlys wasansnsassiaulud

UNANL A

VAHANU : FI89UNTANEIILLNUUTEANSAMNsUsAUTEngvaneneiua1yInssy

AauNILtaslunguUszy1aNaILTau (ASEAN Economic Community) nsaiAn®n
UszimAnia@e d151505589AlUs wazansnsasgiautud

YBLANVBINAIIY : NBIAANALUIATLAZENTAUNA NSUFBUAIUARNLAY

nsAnwidelundeiififnguszasdifieAnwisuuuumsiuauasuaiuentanssy
V9ABNTIMBSTRIUTEIMANLELTE @15150:55R9ALUS wagas1susTHAUTUE vinlwaunse
Wiun s nssuiiistulusiasUsaine uwwamanisaiiuad (Guidance) wieusia
ihfeyaundenlosedrafumenisuagliiiuniens swdsiauinszuiunisuanivasy
Foyatnians wazussinuinunguunelunislesiusazusuusuesginssuneneuiomes
Tuseduninid waz/mIownand afraaiedneliiinaruduiusia uazanuswiedy
mhsnutuldngmnevesnduussnanendou Sniasauiuisets Josiu uazatuayu
nsfdunismunguane weldldundsdnsgviian Tunstamueyhauidlédasilasnis
wanidsussdnuuazimuaunsnisuuamislunisdeiuldnguanslungu ASEAN
Economic Community (AEC) Tuni1sdesduisrvusiuevgyinssunisnsuinines anule
MsatuayUYRId1INNUUAANTENTIYRTITY pdausniflefeuszana wa. bees Sy
nursudRuldnguuislulssmanials neadiaun15Us1ulsIun1INIENIAIIuRe
Aerduorvginssumanalulad (Ven.) wagnsznsisidvaiionsugianazdeny

€

ATINADLlaTaUUIENIN N.A. bebo Tudunilsnudiduldngrunsluasisusydnlus

o A

AsaauliaUauyszann w.e. bebe JudundIsnulIRuldnguinsluassussiaulud
AnzviuIldtuaveulwan1sAinyide Tnawdudnuidenguung LuIn1en1sUsEaIuIY

©

funsAvaILasUmILYesUsEmAlng Wisuiflsuiuusazssina Jeusazyszmafiozi
Snvaziawzffiunnaneiy fad UszimAnnalgezill nszyinanuRaUsEny Nigerian Fraud
weuwrlsegluasuvesindnwluiiFe wieflienin Romance Scam AEoMETuUsZIMAlNE
Sununnuazaiunmudsmeluudartlisninfesduum assuszaaludiduussmea
fddnenmludumelulad wasdulsamafiwdeundeusuiiesvowginssunoufinmes
a15130u5 AU Hulszmafimdundadgmervayinssureuiinnes Jamnnsaessudu
goravnnglaludny medelnamansdwianuineadumes (Telecommunication Fraud)
n1sdelnenisdouiedudning q kudumesidn wasdgminduidenuliasunisniald
vesUszva fianmigmeadiendstulsanelng
maa]Wﬂﬂﬁﬁﬂmqmuiut,wiawmamwuaaﬂimmﬁgq o Useina wuupazUseine
fifosuevgynssunsaenfiumeslusuuuuiiadondsiu uiuuamenstesiuuasuile
uane1sty Feeraazinaintladediugiuludiusng 4 Wy aramdeulufuasisyulnn
szuumsAeas msauuan amnudueguesszvivu yamnsuessy rnamdeusumalulad

nosrRmAlLladuazansauIma
NSUFDUFIUARNLAL N.A. beoe



FeUNANYIIIENUsEANS AN seduldngmane
Lﬁmﬁumsuimﬂssmamﬁamaﬂuﬂfjuﬂismmm@w (ASEAN Economic Community)
nselAnY) Useinania@e a1snsassinlus wasansnsassiaulud

Tumsilanginuidfianusildsuannisinygauuests e Ussina sdesenlunis
Jaduuun (uguuuuresmsiignamivasiazmsiaiun) lwide “msususiu Cyber Warfare
TuauiAn” wazgnsiaaunluiite “nsmdgninu Cyber Crime Tuﬂﬁ]qﬁ’uuazﬁmumﬁﬁm%u
Tuonden” wioutairdayadandnuiiinsizinisysuinissaduldnguaieiieafy
p1vgInssuANIwesIiuf e o el o) WALHUAEANANUNINBIBEYINTTUABUN I DS
ludagtuuazluouian ) N153AT1EMIMUIEULAE FURUUNITUTIITINNITRITYINTTH
ABUNADT (NUUIY) e) TIUALLDUAVBIAIINTINLDILNINUTENAVDIUTENANLALTE
asn5asgiaTTLd wazasnsasgieelus @ nsdAnwiuazuuimauile Faldsavinlily
senumsAnsifsatiuiae

1Y

HaNTITENUIN MsiaLalulaglvl o vinlnussevudesauinaglinudifgy

TumnusiunsUasadelawesiiutu mmefognamenaiatuldiaus wu Seaneuiindy
5¥UU Cloud Crypto Currency @nakiufAdIvia s3u8N15MgsNIsunInIsRuEIuaN SNty
Aumanilfudelndaiilienanindn drdsermuraarmianudilaannsldmalulad
aziuuumslunistiostusivginssunenfinnes augviouiuiiaisliauiuazaia
ANHATENTINIUAUTENIU vnAzAuNslUsuUTlaeMIEUmUAR UMWNE0E 105
asliiifutunisininsglanveamalulad lunsivihsruniessuasmienuniaenty
asliimnusailetuudletiymitonafintu dasiiuldannuuamenisimungmsaanss
vo U MfliFesmsdnnisiuszuuguteyavuslng msthuinnssy weluladdeyauualng
sruumehauiiduiiaduuszandldessduauagu fiRmuisuldiuinnsguana
frennuimidimanalulad inlwldauisafiazdesiulgninianalulad
I¢oesnsuduanysal nszazdunudadiddey fo nsuaouaundfiaudassieuyaaing
Larn1suINIsIAnTs WeldiAnn1s3euiuasinuiesdnslsiiuseninuasuulag
wazihuwmafiRuaznseuinnsgiusunmsinuanusiuasasadsloues i8198sn
NIST Tud2u Detect wag Respond u1Usuld wiaudnsin Big Data ‘ﬁlaga Cyber Threat

Intelligence Nazidunistosiutymludgn wiwfsuteyaliusswivu vseasdnsinndu
Wvnny Wewieusuilonsenyng w1y Inssunneuiawmes e 197wy damantunig

Fifiunmsiu asfesiileia m d3u fo yaaIns (People) NszuIUNS (Process) wazimalulad
(Technology) fatu Aazviaudlddnriteausnurludusing q Ussnoude Teiaueuus
Wauleung seauUseme Tatauskusliiuleulgseauesans wavdalauaiuzideanisii
ndnn15UIMITIUTEYNAlY Wodmdnniseane q uuszyndldsaufuaziinliaunsa
UftRalfegsiiuszansam Taundesdlofimsldesnaduan uazanunsairdoyadildn
atfuayundeuanidsudeyaiunissuniaigdu 9 Wiolasunisitausiudulii
Useansnmannd ety frzsdufifisfislunisudladumensainssuneufiawmesTiuiussanvy
wagUsemeagAsaly

nosmRmAluladuazansauna

ASUADUAIUARNLAY W.A. 2564



FeUNsANYITeLYsEanSamnsUsAuldngane
Wenfiuavgyinssursuiawesiunguussanauendeu (ASEAN Economic Community)
nsglAnY) Useinanade a1snsassanlys wasansnsassiaulud

Abstract

Title: Research on the effectiveness of law enforcement on computer crimes

in the ASEAN Economic Community, a case study of Malaysia, the Republic of Singapore
and the Republic of the Philippines.

Owner: Bureau of Technology and Cyber Crime, Department of Special Investigation.

The purpose of this research is to study the inquiry of cybercrime of Malaysia,
Singapore and The Philippines respectively which is to see an overview of crimes occurring
in each country. It is to be a litigation guidelines and linked information both formal and
informal way including the exchange of the intelligence and legal issues for prevention
and suppression cybercrime in bilateral and/or multilateral. To build a good relation and
cooperation with the law enforcement agencies in ASEAN countries in order to prevent
and support in legal actions.

In this regard, the working group has prepared a project of knowledge and guideline
exchange program for law enforcements in ASEAN Economic Community (AEC), under
the support of the office of the Permanent Secretary, Ministry of Justice. The first time
cooperated in the fiscal year 2016 with Malaysian Law enforcements, Thailand Technology
Crime Suppression Division (TCSD) and Ministry of Digital Economic and Society.
The second time in the fiscal year 2017, cooperated with law enforcements in Singapore.
The third time in the fiscal year 2018, cooperated with law enforcements in
The Philippines.

The working group defines the research scopes focusing on an underlining law and
coordination process compared with each country which has a differentiation. In Malaysia,
the perpetrators of Nigerian Fraud are hidden in the form of Nigerian students known as
Romance Scam, those victims are mostly living in Thailand and damages are more
a hundred million baht in each year. The Republic of Singapore is a highly potential
technology country and is anticipating cybercrimes. The Philippines is currently received
floods of Cybercrime Threats, Corruptions, Income gap, Telecommunication Fraud, Online

Shopping Scam and Insurgents in the south of country.

nosrRmAlLladuazansauIma v
NSUFDUFIUARNLAL N.A. beoe



FeUNANYIIIENUsEANS AN seduldngmane
Lﬁmﬁumsuimﬂssmamﬁamaﬂuﬂfjuﬂismmm@w (ASEAN Economic Community)
nselAnY) Useinania@e a1snsassinlus wasansnsassiaulud

The result of study visits in each department indicated that all three countries
receiving similar cyber threats but using different Prevention Guidelines which caused by
various fundamental factors such as readiness of Public Utilities, Communication System,
Transportation, People well-being, Government Official and Technology. The working
group then creates a seminar on the topic “Future Adaptation to Cyber Warfare” and
a debate on the topic “Facing modern Cyber Crime and Problems in ASEAN”. Using such
data to analyze for integration of law enforcement on cybercrimes are covered in the
following lists;

1) Modern and Future in Cybercrime trends.

2) Organizational Analysis and Computer Crime Law Management Model.

3) Cooperation details between Malaysia, Singapore and Philippines and;

4) Case studies and Solutions.

The result of research indicates that people are being more aware of Cyber threats,
as new technologies developed, because threats can always arise, for example, threat to
digital currency and threat to mobile transaction which are unforeseen imminent dangers
if people lack of understanding in technologies. The working sroup sees that people
should be educated an awareness along with repression through investigation would be
more effective. In doing this, government agencies and private sectors should cooperate
in solving problems that may arise according to 20-years National Strategy including
dealing with big data and applying digital working systems cost-effectively comparable to
international standards.

In conclusion, with technological advancement, prevention of cyber threats is
difficult. Department of Special Investigation needs to prepare its personnel and
management to keep up with changes referencing and applying NIST’s Code of Conduct
and Standards on Cybersecurity in part Detect and Respond. And prepare Big Data, Cyber
Threat Intelligence data that will proactively prevent problems, notify the public or the
targeted organization to prepare to deal with or stop computer crimes in a timely manner,
that action must take these 3 parts into account 1) People 2) Process 3) Technology.
Therefore; the working group prepares the recommendations in various fields comprised
of National Policy Recommendations, Corporate Policy Recommendations and
Recommendations for the Implementation of Management Principles. It could be more
effective when the principles are applied together with effectively use of special tools and
exchange these information with other government agencies for efficient collaboration

on solving computer crimes for people and nation in the future.
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