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\Jua1e Fiber Optic WUU Single Mode 1@ Outdoor 3UA &/@lo&
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famsanedayey1as Fiber Optic 99n1es Data Center (@unana) Tgie1ans
sons0 wiodulumuiiniznssunsinue 31  Link
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oo,  Anceadtyen Fiber Optic 91nvioe Data Center (d@2unanq) lUgs 91a73
Anns8elu viiadulumufinaugnssunisivun U e Link
W,  Annsaedeyin Fiber Optic 91n%e4 Data Center (@unans) Wdsenans
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Andraosgms s winlulumuiaugnssumsfivun 91U o Link
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fioudouraniotnenuy GE Riee Swnulitesnii « wedn
fimhedafiudayaruin o TB WU SATA #38 woo GB uuu SSD Suulidesnit e
VaVeld

1 Power Supplies 91U o YA

annsasiasaadsrouRmesiadiou (VM) wuu Windows Iélidendt b 1n3ed uas
sesdumsaenglaliviesndn o wles

i1 Throughput liitipanin &oo Mbps

31 Sniffer Throughput %38 Throughput laitlounin oo Mbps

5845V Effective Sandboxing Throughput 198e19188 @o,000 File/Hour

5895U Dynamic Analysis Throughput laag1eiey ¢oo File/Hour

AN3ARARILUL Standalone edu sample Mndeamanaiile

&.®.e. Spanned Switch Port

... Network Taps

@..a. E-mail BCC

.«.& On-Demand URL and File upload

c.«.& Network file share

53UVUURNsaliaua 1 5091n1534AI18M UL Al-Base Behavior, botnet C&C
Communication, Malicious URL, Registry queries, Sleep calls wa¥ Anti-Evasion
techniques 161

ANUNT099NTIUITULUY process behaviors, registry behaviors Wa g Network
behaviors 1a

seasunsmvaeulnduINana iz, apk, .bat, .cmd, .dll, .doc, .docx, .pse, .zip Uae
exe loiduseratioy

@arunsann Call Back Detection WUU malicious URL visit W@y botnet C&C
communication ladusgstiay

5895UN15¥1 High-Availability lawuu Clustering
aunsndadayasnasneneuianes (Log) Wégunsaldaiiu Log meusnlduuy
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arusavinaulauuy Offline w3e sniffer mode, On-demand file upload wag file
submission oiduatneiay

AUNI0YINUTINAY erd Party W1uvNe APl wag ICAP 1gt
ausauIMsInnIsaUnsaliiuvg GUI waz CLI Taduaeatey
Qﬂﬂiaﬁﬁl,auaéfmmmsaaarmsmu (Report) atsviay fail

c.0&.e. Scanning activities

s.eox.b. Top targeted hosts

c.ex.m Top malware

c.ex.c Top infectious URL

s.ox.& Top callback domain

gunsnifiaueannsaaine Virtual Machine tielinisnsandeuasnadasiunislday
TuasAnslé (Customized VM)

gunsalsiaslisunsiusewmnuInsgu FCC, VCCI, CE uay UL \ustey
Frauenadadldumsuiiiannuisngnananiussssemelnevosgunsaifiaue
Tngmse Widusunudminglulasenisi Tnedudsdeussanngudnaudszindlne
laense
frauesimesldiumsiusesnnuisndnanavuszmalnevesgunsaifiiauslagnss
Trgunsaifiiauslulassnsifugunsallv Litagldauunneu Ssegluaenisndn
atuayunisuseiu (Warranty) imsadvayummumailawazuinisndanisunelu
Tnsannsil Tnefinsdousosnuisnduananusamelnglagnss
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(@ Cores) wagzdli uiilun1sdafudayavuinainuysiuliddesnit me TB (Raw
Capacity)

a & A =3 v (R ! ! = = "y |
fnunlunsiiuteyavuin <18 lidesnin & iy (3e dmugswlitdssnii sl
TB (Raw Capacity) v3aiausgunsaldniivdeyanisusniiuiu lasgunsaldaiu
Toyaneusniauaneddl Cache Memory liitiaandn o GB waziinunsaulitesnin

" alo TB (Raw Capacity)

fideadiousasyuuiaiotig (Network Interface) WUU eo/eoo/eccoBase-T 31U
Litfosnin « 909

31 Average EPS hitlounin bo,&oo log/SEC

fiszuuiAsedt (Security Engines) iaifinussansanwlunsasiadu egratiessad
&.&ao. Artificial intelligence (Al)

«.&lb.  Threat Intelligence

«.&e.  User and Entity Behavioral Analytics (UEBA)

*.&.d File Threat Detection %38 Malicious Files uuluslamaa HTTP, W“FTP, SMB,

SMTP, POPe Wae IMAP N_—
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XR.eOC.
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fiauanunsalunsined waraieanuduiusnislasdneiuleuesnuunsgu
Mitre attack framework L 8vilsins Ui nagns (Tactic), matla (Technic) n3a
Bn1suaziunau (Procedure) el ifudayalunisiadulaasrauuimeniedsnslu
n1smeUAUad (Response) vipussmmaNsain1slauAAnTy (Mitigation)
fiauanansalunsnsiadusivanAmumesleiues (Threat Detection)
finuaiunsatun1snsadudeanaiunisiuleiuesuuudgnnseduiusiunoves
L‘Viﬁ]ﬂﬁiﬁ (Threat Hunting)
1AUA1N50IUNTINUTINAUTEUUATIITULAL ABUAUR IR DA BANANN IR 11 LY
WwasdmiuLAI osnouRILmes, gunsalsnwaulasniuinIeuienouiimes was
gunsaluImsiansuazmuaunslinudumesidndmiugldau Mhauslulasinns
IUEULLUU?JaQﬂWia'fN Playbook thuu Drag and Drop lauil Playbook Policy 11
Fonlduiiauuy Pre-define way Customized 1éifuathatios
mmmizuﬁﬁ]‘mﬁ'EN‘UEN?%UU (Weakness) 19U Vulnerabilities, Weak Password,
Unencrypted Web Traffic Wwag Improper Configuration Iusenvios
A115099N31897U (Security Risk Reports) wazidaiou (Security Alarms) i Email
Iaduegation

aunsnvinisuasteyanieauleiuas (Data sharing) WuYean1a RESTFUl AP uax
Syslog lallusestioy
ansovhausuiugunsaiiuteyasasmanietieiausiulasinisle
amnsnidenloamnnisalann Source #1a9 kiU (Correlation) litevAuneY
FuANAULALAINTOUAAININTINVBITTUUANNUABAS BIYU Overall Security, Hot
Security Events, Top & Servers ﬁﬁm?m?{m ey Top & hosts Viﬁmmlﬁiaﬂﬁ
A1NITOUAAINUID Monitoring vLﬂMLuEULLUU‘UEN Security Event Situation, Cyber
Attack Situation, Outbound Connection Wa¥ Inside Threat Todusenatioy
A1USOUIMITIANTINALBEAgUNTal Asset Management laganunsarumgunsal
aunslalaednluti® (Auto-discovered) waglalawainisanivun IP Address, Group,
Hostname, Owner, OS, Service(Port) latdiuagatiae

ANNAINTTOILATIEALING (File Threat Analysis) lalagfi@anu1sn3LATIERULUY Static
Engine W@y Al Engine 1t ol951A51294 Files TudagUuiyudnuiu Malicious Files,
Unknown Malicious Files, Unverified Files, Trusted Files lawarauisaunana Files
Detection Trends WuUu Top & Malicious files wianuanmadaszivaslidiy ) LBU
Host IP, Group, File Name waz Threat Analysis 1]

anursadunnuazAateya Log Uszianaig qle L4y DNS, Traffic, Web Attack,
Vulnerability Exploit, Botnet, Admin logs lakavaiusaAunuaziataya logs ta
lagn1sn1vuea Combination Key M 14 9 L U Log types, IP Address, Port, Data
Source, Attack Type titetneluniséumle
a1u130ATIEYHanTENUIINAEANAINLe (Threat Impact Analysis) lnganunsauana
foya Asset fignuansznuanfeanAmLLY Compromised host Imaaj\amaﬂziwt,l,am
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& auwna i u1veen slaud (Attack Source Traceback) 44U Entry Point, Traceback

Asset Relation 161

A1U150YN153LATIEVS1waEL8 A9 Compromised Host L Severity, Security

Incident Evidence Description, Detection Engine, Detection Time Wagld@nidniue

Attack Chain 1% U Vulnerability Detected, Ever Attacked, C&C Communications,

Scan Intranet, Propagate Wa¥ Data Theft o

fgunsalannsa viswuogunsaineueniianunsavinsesuldegaies il

Rbe.e. HANUAINITTULALTLATIZTBYAINGUATAIAUNS (Peak Sustained
Throughput) leigeaaliitiesnin o Gbps

cloelo. TMoudendainietieuuy R-¢ Sunlidesni o Ports

oo f¥audausaATev1suuy o Gigabit Ethernet SFP s1uaulitesnin o
Wan

cloe.q  aWsnTIUTINtoyaneluszuuaIetiefieIinig SPAN w3e Mirored 16

Rloa.d.  ANILENIMANIANNYaendY uazasedungAnssuiiiaundlussuy
wsaela

®.6.D. gfa@lﬂuqﬂﬂ’mj Network Detection and Response (NDR) lagiannz

drauanavadldiumsusisiannuisniananiusedsemalnevesgunsaifiaue

Tnmss Tdusunusmiglulasamst Tnefimldeurinandudnaviusemelneg

lagnsa

fiaonandadldfunisusesinuimdnananuUsamalnevesgunsaiiiauslaemse

Jgunsaliiiauslulasanisifugunsallmi litneldanuunneu regluaronisudn

avuayun1suseiu (Warranty) Winnsadvayunisunailauazuinisvaanisugly

Tasanst Inefivildefusesanuismduananussmelnglngase
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®0.b.
®0.a.

®0.E&.

®0.¢.

®0.D.

®0.67.

Hugunsaiuszian Hardware Appliance Ail#¥un1sUsuUse Firmware titeUndadlns
(Hardened) \{ufiiFuusosudn

iudayavsasmemeuiawmes (Log File) luguuuu syslog I

il Port Interface ¥1in o Gigabit Ethernet s1uiulaitiosnin o wase

il Port Interface 419 @o Gigabit Ethernet S1uaubivosnin o wase
a111505u%aYa Log (38 collector sustained rate) gagalaliuaenin mo,0o00
wRNsalsiaiunil (log rate) M3sanunIasuteya Log gegnlaliifoenin ooo Gigabyte
#10 U (GB/day)

il Hard Disk vu1aaulaitiasnin & TB (Raw Capacity) 91uiulivesnin & wiiey
(3efirugnuudlitiosndt ae TB) wisiaus SAN aguanilil Cache Controller
Litfosnin oe GB wazdl Harddisk wuu SSD Aflvwaiufisilitesnit el T8
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A1U130UIMNIINNTRUNIAENUNINSFIU HTTPS, Command Line Interface kag SSH

9

annsaimundvsuazssiummddgliiugauassuus Asdanldnugunsalifv

Foyaasas Gl (Profile-Based Administration)

A150857951697U (Report) wazU5uLmAes1891u (Customize Report) 1o

ansofiudeyarasdwisluilfifusrates

®@0.00.0. P address Aun3 (source IP address)

@0.e@.b. IP address Yangnna (destination IP address)

@o.@@.an. Service port Yangna (destination port)

g11150%11N13 Monitor 183aN1535133MNABNNIABT (Traffic) UL Real-Time %38

Live log %39 Streaming Event 161

a1u150vM351891uT ey an15ldIIuRUY Historical Traffic wagid uluy Graphic

Reporting a

2117150Y1N1531AT12 M T0yaT5195ABNNIUADT (Log) LU Bandwidth, Top Website

wag Top Threats, Top application by session, Session Inlusegretioy

31 Power Supply 3117UB8NUBY © YA

fgunsalaninsn vieiauegUnsaineusniiannsaviisenulfedreesdel

®o.00.0. TIEUNITIATIZN Application 1tu Top application users by Bandwidth
W30 'iWEN']ucﬂ‘ff Application #1 ﬂ%mm‘ﬁ'ayja), Top application users
by session (139 ﬂamucﬂ%’ application a1y Sessions ) Top WebSites
(39 57897U website g9ga) Wag Top threats (M58 31847 Threats ¥389
Attack)

®0.e0.o. 5189114 Bandwidth L% 1 Bandwidth Summary 158 s1897un1514Y
Bandwidth) Wag Sessions Summary (B38357891UUTUU session)

so.o0.a. TENUTEazfuan1sldiunendintu (Application) wag ALAELLY
Botnet, Proxy Avoidance way Peer To Peer

®0.00.€ FIHIMUNMTAATINANUUABATY (Security) Wi F1UU Sessions, &ldasgn
1ay Sessions, & l4a9da lag Bandwidth uaz Malware Detected (138
789U Attack %39 threat)

@1u150% 1 Dashboard @1%5U Network Operations Center (NOC) 138 Security

Operations Center (SOC) 161 VLAUDTTULMGRY

193usomnsgu FCC uas UL Wustates
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atuayunsuseiu (Warranty) Iinisatuayunismumatanazuinisdanisvely
Tnsennsil Tnefivifadesusesnuisngudnamussmalnelaonss

aunsaldanuuazns23dun15unIn (intrusion Prevention System) 371U3U o Y0 laadl

Andnuzat ol

oe.e. LJugunsal (Hardware Appliance) A BonuuVLLA 8B UNITYNTNNIALAT DY Y
(Intrusion Prevention System)

ool annsavinulaluluug Passive waz In-line 39 Ainan

ao.m. amIanTaduiimsyngnuarlostuindotisldedneton el Signature matching,
Protocol/Packet Anomalies, Statistical anomalies %5 ® Application anomalies,
Overflow, Worm, Virus, Backdoor Program, Trojan Horse, Port Scanning, Spy ware,
Packet Analysis, DoS, DDoS, Malware callback protection (C&C Server
communication), Advanced evasion protection, Application Control i & ¥
Emulation Engine (Gateway Anti Malware Wwag PDF JavaScript) Uwﬁ’qﬂﬂiaj e
Jastunmslaufuwuy Zero-day e

0e.c. 1AMU5IUNIMTI99U (Ageregate Performance) laitiounin e Gbps

0e.¢. 833U Throughput asgalitosnin o Gbps

®e.0. 3 Port Gigabit Ethernet #389@n71 971u7uUlida8nI1 @ Port @1u1savinaulauuy
Internal fail-open #saKUU Fail Open 3o By pass 1§

oo.0. THouTouno3et18 oo Gigabit Ethermnet Wuu SFP+ s1uaulitfasnin o Port wiou
Aada Transceiver @oGBase-SR $1uaulifosnin o Port

o0.c. 8UNIia@1u1305YU Connection per Second Lo li1aN71 woo,000 CPS kaY
Concurrent Connections g4anliiaenin & ooo,000 Concurrent Connections

oo \egunsalifntymannsavianuldedsieliles (Bypass Traffic) Inetesdayaal In-
Line Mode aunsasudatayalanuini

@@.00. il Power Supply kUU Redundant %58 Hot Swap 41U o g

00.00. AWNTAUINIINMIQUATAIRNUNIATFIL HTTPS wie SSH Tilustatos

oo.0b. AN ULAZAITIBABuAkALRTITEBUN5IHAU (Logging/Monitoring) Tuguiuy
Syslog &t

o.cmn. ATOIFNURINLINTFIY IPvo 16

ee.0c. A11150791UlA & Segments Tu IPS mode

0.0 Taadaurodmivuimsianisgunsal (Management Ports) Wuu Rl-¢ $1UU o
Ports

#e.09. 1A Latency 4o8nI1 wo microseconds

oe.00. Auslunnsiadu (Aggregate Performance) en Gbps

®e.0c. 1 Port Gigabit Ethernet §9u U & Ports a@unsavitulsiluy Internal fail-open 16t

.o, gUnsal IPS Milaussosanunsavia SsL Inspection lsuusgunsel Taagiaasaaiu SsL
only traffic (woew bit key length) 1aed SSL Throughput & Gbps wagd SSL

~

Connections @,c8oo Connections s
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ol00. gUNTal IPS fllauaosainnsayin Smart Blocking vuiigunsaiiteanlanianisiin
Fault Positive 1o

0006, 5933UMIATIVAULAz T TUlWATIaglusEULIATDY189 N Advanced Malware (APT)
lwszuuiinnuuaenfeanndedu

00.0b. lATUNMISUTBIMINLINSFIU FCC, UL w38 CE

o0.oam. flaussmdadldFunisuimannuisrananusssussmalnevesgunsaifiaue
Tnemss Thdusmunusmielulasenisid ImUﬁwﬂ’qﬁaLwiqﬁgqmmgmammmﬂismﬂlwa
JURLRR

o0 oe. flaussindadldiunisiusesnuisniuananunusamalnevesgunsaiitauslaegnsa
Tgunsaliiauslulassnisifugunsallu ldingldamunnou Siegluarenisudn
afuayunsuseiu (Waranty) Winsadvayunisnumallawagusnisnaaniseeglu
Tasemsts lngindsdesuseannuivngninarviusemalnglaenss

szuudnseaazfAudoya 3w o ¥n Tnefnudnuuradiatiosded

ob.0. gunIalidunuu Appliance ﬁgﬂaaﬂLmeLﬁaﬁwﬁwﬁLﬂuLﬂ?anﬂamﬁaLmai‘LLm}w
dwmiuszuudrsesteyalasianie fin1sfnsa Hardware, Software Storage system 7
A3 paanenIsA A By 5mﬁaﬁmiﬂ§uLLGNmsé‘?wﬁﬁm%muﬁwaa*ﬁ’auﬂa
TnglanzInlssuy

oblo. ImiigUszuranandn dmiuszuudisesteyauuuiingsa il oo WNUMAN (oo
Core) n30n71 way fAnusaludesnin b.e GHz S1uulidesnin b wuae
Uszananauaziniemudman dvuiesinlitesnin ods GB

@o.en. 31 Hard Disk ¥1ia NL-SAS %58 SAS %#38#n1 vlla Hot Pluggable #3® Hot-Swap lae
finsfnde RAID o ﬁﬁmmmmmag‘smﬁmmm“h?mulﬁ (Usable Capacity) e/ TB wag
soe5umMsveneligean <oo TB laesiaadu Disk 91n nandusifeaiu

oo TAvAnslassnsruUNTindseuazidoya Taslidiiasauadesuuanainy
Frifousuilitiosnit b T8

obo.&. 5895UMIUEE Throughput lunnsdrsesteyaldlimnii bz T8 dedhlus 91nnsvh
deduplication vua8Unsal uag 1Al N1 ebeTB Aot lue 291001597
deduplication MnLA384 Client (W30 5895UNI5UENE Throughput luprsdrsesteya
18laisindn e T8 setalug 99nnns¥1 deduplication 970 Server-side)

oo, Teadeusiauuy Fiber Channel Tnglsitiusan Port 7ildidousaszning node mnsy
lidaunin sl Gbps wseAnI1 wulitesnin « Port

olo.s. TYeudousainiatny (Network Interface) WUU @o/lo& Gigabit Ethernet WUy SFP
vwaAni Tngliidusau Port Aildideusasening node srundlitfesnda o Port

0.3 mmiaﬁwsaaﬁ’fazgamauﬂ?m Client mé’qqﬂﬂszﬁ Backup Appliance #1un4 Fibre
Channel 1¢

ob.. HsrUUnTITULArUasiuNsunIn (Intrusion Prevention and Detection syster) uu
sguudsesdeya TIuden13v1 Hardening 199 saufianiseugalvaunsalvingay
ANz Service mawzwﬁwsaﬁauﬁawﬁﬁu N
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ob.6.

0L.OX.
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ausandLRaumNEnUNAveINSEeIveYa (anomaly detection) MENINTINY
uadaya Iulnd nsdetaya nsanANESou uay S88IAINTETRIRYA
sfeosssanuiuntn WebGU! WisananudssannnslaviiwasSesnudasasy
YDIUBYA

ansnhdoyafignd1seann Scan m Virus/Malware 9inmuAaUNANEIINE15D9
Toyalasnlugls

fimuaiusalunislesiu Ransomware A28 Immutable Storage (WORM Storage)
Lﬁalﬂﬁ’aﬂL%’Wiﬁau?aﬁwmwﬁ'auaﬁd’ﬁadli’ Tnsanusaidennisldaulanauuy
Enterpnse mode Wag Compliance mode
mmwamaiuwmﬁawamaiumaﬂmmLLU‘U Containerized Image i o418Tun1s
upgrade wa rollback (M3 Restore)

mmsaa"ﬁaqsﬁ’a;@ Oracle Database kUU Incremental Merge Laga1u1satln
grudeya Oracle vuszuudsasdayauuudaasald lnglisavhnmsifudeya uas
R995995U Oracle U Windows, Linux, Solaris, AIX Iailuseaios
ansalagruteya MSSQL ldeenesaniss Tnenisila ussuudisestayanuy
Wanasa Lﬁaﬁwmus'wﬁ’waWﬁLLa%ﬁwsaq‘ﬁa;&aﬁﬁLﬂ%‘lawmamsﬁuﬁmﬁu
ﬁmmawuﬁﬁﬂ,uﬂﬁaﬂmm%ﬁawaﬁayja (Data Deduplication) lagdonldanuy
fixed-length way variable-length

ANTaLUIN LT wuvanA g ey mﬂsxwﬁﬁaﬁagﬂﬁﬁuLﬂ‘%‘laum'ﬂha Wi ol
\esuitiedsastoyaldtiu NFS i CIFS
Juszuudanisnisdrsesuaznisgaudeyanuusiugug (Centralized Management)
U3159nn153rURIue Console GUI %30 Web GUI Tnedasanunsafinde manager
software UWsZUUUHURMS Windows waz Linux laidusgnaies
mmmﬁ’l'ﬁm“ﬁasﬂaiwuﬁlﬂu Virtual ¢ w1 VMWare vSphere, Microsoft Hyper-V
ey Nutanix AHV wuy Agentless uazlasndusosinda Proxy L&N91NTEUUATD4
foya Tnvdsesdoyalaniy change block tieanuTunnidoyaiivinnns backup wieu
yiamsA AR TAlLNIT restore Tuguuuy Full Restore ¢

Hldau(User) @11130 download ﬂﬁauaﬁ'mﬁﬁawaq VMWare lgia1n web browser
Taethaufuldfiede laptop Larau1In restore maualﬂm file way folder sau%a
a1130 power-on VMWare ﬁuummﬂsuwmsawaua figoanseumi WebGUI 18
funuadaglifedinds Agent

iaasummimiawauaﬁuaa Application Database #114 qléﬂuimwu Online Backup
%2817 Application mqwuimamwmuammmmimaawaua Weuu Physical uaz
Virtualization 19U Oracle, SAP, Informix, DB, SAP ASE, Microsoft SQL Server,
Microsoft Exchange Server, Lotus Notes, Microsoft SharePoint, Microsoft Active
Directory, Netezza ,Cassandra, MongoDB, MySQL, MariaDB, PostgreSQL i & ¥
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seafumsdrsetayauszinm distributed file system Wy Hadoop, HBASE, MongoDB

lngnsdsdoyanuunizanevalsyosmng (Parallel Steaming) lngliifosinma agent

amnsndrsesuaz)Autoya Namespaces 189 Kubernetes 19 saufaidendaudoya
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